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Making energy work for YOU

Creative Scammers Steal From Customers

New Scam Directs Customers to Bogus Bill Payment Websites

Since the start of 2024, Midwest Energy has leamed of
several customers falling prey to scammers, cleverly using
the Intemet to scam customers of hundreds or even thou-
sands of dollars.

In a traditional scam that Midwest has been fighting for
years, scammers would call customers threatening to discon-
nect electric service within minutes or hours. Customers
are told that they must
provide a credit card ooe
number, bank account
information, or go to
a store and purchase
Moneypak cards,
prepaid debit cards or
other gift cards, and
provide the numbers
over the phone to keep
services on.

A New Type of Scam

The new scam works
differently. It involves
customers trying to
reach Midwest online
typing certain words
into an Intemet search
engine, such as Google, Bing or Yahoo, using search terms
including “utility billing,” “pay energy bill online” and similar.
The search engine may deliver several ‘sponsored’ listings
at the top of the page. Clicking on them may bring up a
website that looks like a generic utility site. Prominently
featured will be a toll-free 1-888 or |-866 phone number,
urging people to call to make a payment or inquire about
their account.

This is a departure from the traditional scams, in that the
customer calls the scammer and initiates the conversation.
The scammer then plays on the customer's trusting nature,
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getting them to reveal their Midwest Energy account num-
ber, address and other information “for verification.” The
scammers then offer to make a one-time payment on the
customers account, using the customer’s debit or credit
card..and using Midwest Energy’'s one-time payment func-
tion on its website, actually pay the customer’s bill.

“This is highly unusual behavior for a scammer — to actu-

ally make a payment
. on the customer's
account,” said Justin
MacDonald, Midwest
Energy's Vice President
of Customer Service.
“We'd never seen that
before,” he added.
“The scammers do
this for two reasons —
first, to make sure that
the credit or debit card
number the customer
provided is valid,”

’ MacDonald said. “We
also think scammers
do this to buy time; if
the customer believes

their energy bill is paid, it might give the scasnmer additional
time to rack up charges or drain the account, because the
customer isn't getting delinquent notices and might not be
checking statements.”

In researching this scam, Midwest Energy leamed that cus-
tomers of investor-owned utilities in Kansas also fell victim
to this scam last year. In working with Federal law enforce-
ment, it was learmed that this scam originates in central Asia.
The scammers frequently change website addresses and are
constantly using new toll-free phone numbers, helping them
stay one step ahead of authorities.
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Do You Qualify for “Health Alert?”

Do you or a member of your
household use essential medical
equipment that runs on electricity or
natural gas, such as oxygen gen-
erators, CPAP machines or ventila-
tors? If so, you might
qualify for designation
as a Midwest Energy
“Health Alert” cus-
tomer.

The "Health Alert”
designation is used
by our employees to
identify customers ahead of planned
outages, so we can give you advance

notification to make arrangements.
It does not change priority of service
restoration after an unplanned out-
age, such as after storms.

To become a “Health Alert”
customer, just visit one
of our seven offices, or
call us at 1-800-222-
3121. After completing
a short form, if you
meet requirements,
your meter and ac-
count are tagged. This
will alert our employees that you
have special medical needs.

Creative Scam Websites

Education is the Best Defense

MacDonald said that the best way
to avoid scammers is to be suspicious
of anyone who calls you claiming to be
Midwest Energy and threatening to cut
off service unless immediate payment
is made.

“We never call a delinquent custom-
er out of the blue,” MacDonald said.
“We start with a letter in the mail to
the customer, and then follow up with
a phone call” He added that, “How a
customer chooses to pay — bank draft,
cash, check or credit card — is up to the
customer. We never say it has to be
one method over another.”

Next, MacDonald urged customers
to avoid using third-party payment sites
or apps, as Midwest can't venfy when
or if payment was made using a third
party site.

“We've had instances where cus-
tomers have claimed they've made
payments using a third-party app or
website, but the payments can arrive
late or not at all,” MacDonald said. He
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encouraged anyone wanting to pay
their bill online to only use Midwest's
website, www.mwenergy.com.

“When customers log in to their
Midwest Energy account, we can see
exactly when payment was made, and
processing status of the payment,”
MacDonald said. “This reduces errors,
and avoids any confusion over whether
late fees should be assessed.”

Lastly, MacDonald implored custom-
ers to be skeptical of any calls claiming
to be Midwest Energy and wanting
account information.

“Call ID can be spoofed; your phone
may show you're being called from a
number in Hays or Great Bend, but
the caller could just as easily be in
India," he said. “If someone calls you
claiming to be Midwest Energy and it
doesn't feel right, just hang up and call
us at 1-800-222-3121. We won't take
offense, and we're always happy to talk
to customers about their accounts and
answer questions about their service.”

to notify customers of energy emergen-
cies and planned outages. Texts are
ONLY used for emergency notifica-
tions, and never marketing purposes.

Because your number is categorized
by service and location, you will only
receive texts that directly impact you.
Texts will not replace outbound phone
calls to notify customers of planned
outages, but serve only as a second
means of communication.

The Midwest Energy text number is
785-625-3437. This is the only number
that text messages will be sent from.

It is important that we have an up-
to-date cell phone
number in order to
reach you. Please
contact a Midwest
Energy office at
[-800-222-3121 to
ensure we have your
current cell phone
number assigned to
your account.

1-785-625-3437

Have que: us at
1-800-222-3121. Thank you.

ENERGY EFFICIENCY

TIP OF THE MONTH

Lengthen the life of your
clothes dryer with regular
cleaning. Clean the lint filter
after every load, which
improves air circulation and
safety. Check the lint trap ®
opening and use a vacuum to
remove any lint that’s fallen
inside the opening.

If you use dryer sheets, check
the lint filter for residue

buildup. Remove any residue
with hot water and a nylon

brush or toothbrush. Over ®
time, dyer sheets can leave

a film on the filter, which can
affect the performance of the
motor.

5

Phillipsburg, KS * Scott City, KS * WaKeeney, KS

& Printed on Partially Re-Cycled Paper |@|§"“ﬁ"$".¥.“.‘('j_

1330 Ganterhury - Hays, Kansas 67601



